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AHHOTAUUSA

HacTtoawmnn [OKYMeHT sBNseTCS OnuMcaHueM MNpUMEHEHUS MNporpamMmMHO-
annapaTHOro KOMMAeKca cpeacTts 3awmTtbl MHdopmaumm ot HCO - annapaTHoro
MOAYNS AOBEPEHHOW 3arpyskum - <«Akkopa-AM[3», panee no TeKCTy <«AKKopa-
AMA3», » npeaHasHayeH 409 vy, MJAHUPYOLWMX UM OPraHuU3yrWwmx 3aluTy
MHdopMaLmMmM C UX UCMONb30BAHUEM B CMCTEMAX U CpeacTBax MHGoOpMaTM3auUMKU Ha
6ase MN2BM.

B nokymeHTe npuBeaeHbl HOpMaTUBHbIe TpeboBaHMs MO 3awwnTe nHhopMauum,
obwme npuvHUMNBI M NpaBuaa opraHusauum  paboTtbl nNo  obecneyeHuio
KOHpUAEHUMANBbHOCTN MHPOPMaLNMN, OCHOBHbIE 3alUNTHbIE (PYHKLNMN, BO3MOXHOCTH,
0COBEeHHOCTU YCTAaHOBKM W nNpuMeHeHuss komnnekcoB C3N HCO «Akkopa-AM[A3»,
paboTalowmx Ha OCHOBE KOHTpossepoB Akkopa-5MX, Akkopa-5.5, Akkopa-5.5e,
Akkopa-5.5MP, Akkopa-5.5ME.

Mepea ycTtaHOBKOW M aKkcnnyaTaumen komnnekcos C3M HCO «Akkopa-AM3»
Heo6Xxo0AMMO BHMMATENbHO O3HAKOMUTBCA C KOMMJEKTOM 3KCnayaTauMOHHOWM
AOKYMEHTaUMKU, a TakKXe MPUHATbL HeobXoauMble OpraHM3aLUMOHHbIE MEpPbl 3aLUUTHI,
yKa3aHHble B HAaCTOsILLEN AOKYMEHTAUUMN.

NMpUMEHEHNE 3allUTHbIX CPEACTB KOMMNEKCOB AO/HKHO AOMOJIHATLCA 06wmMmn
MepamMmn nNpeaocTOPOXHOCTU N puamnyeckon 6e30nacHOCTH.
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NMPUHATbBIE TEPMUHbI U OBO3HAYEHUA

AgamuHncrparop bW (nnan ABU) - agmunHuctpatop  6e3onacHoCcTu
nHdopMaumm, NpmMBUIErMpoOBaHHbINA MOMb30BaTeb — AO/KHOCTHOE SINLO, UMeloLlee
ocobbii cTaTyc M abcontoTHble nonHomouus (cynepsusopa). AammHuctpatop BU
naaHupyeT 3awuTty MHopmaumm Ha npeanpusatmn (ydpexaeHun, duvpme mn T.4.),
onpegensieT npasa AoCTyna nosb30BaTeNisM B COOTBETCTBMM C YTBEPXAEHHbIM
MnaHoM 3awuTbl, OpraHM3yeT YCTaHOBKY kKoMnnekca B CBT, akcnnyatauuio w
KOHTPO/SIb MPaBWUAbHOCTM uMcnonb3oBaHnsa CBT Cc BHeApeHHbIM KOMMAEKCOM
«AKKOpA», B TOM 4uCne, Yy4yeT BblAaHHbIX WAEHTU(PUKATOPOB, OCYyLlecTBAseT
nepmoanyeckoe TeCTMpoBaHme CpeacTB 3alUnTbl KOMMeKca.

HdoBepeHHass 3arpy3ska - 3arpy3ka OC Tonbko nocse npoBeaeHus
KOHTPOJIbHbIX npoueayp naeHTudukaummn/ayTeHTndmnKaumm nosb3oBaTenen,
NMPOBEPKN  LENOCTHOCTU TEXHUYECKMX WU  nporpamMMHbix cpeacte CBT ¢
MCNONb30BAaHMEM anropMTMa NOLAroBOro KOHTPOS LENOCTHOCTH.

NaeHtnpukarop - nNepcoHanbHbin  MAEHTUDUKATOP  Nosb3oBaTens -
MUKponpoueccopHoe yctponctso DS1992 - DS1996 («Touch memory», aanee no
TekCcTy — TM-ugentndukartop) nnm ycrtpomcteso NCK3U LLNMKA.

MNMonb3oBaresnb — cybbekT AocTyna K obbekTam (pecypcam) CBT.

O6vekT pgocryna - noa o6bekToOM AocTyna MNOHMMaeTcsd OAMH U3
nepeyncneHHsolx pecypcos CBT: auck, katanor, dann, npouecc (3agava).
Ownbkn - wvHboOpMaunsa, BbIBOAMMAS Ha AUCMHJen, YyKasblBawwas Ha

HenpaBWAbLHOCTb AENCTBUIN, cbon, aBapum KOMMeKca.

lMosicHeHns - 3aMeyaHuMss B OMUCAHMW HEKOTOPbIX KOMaHA, coaepxalme
pekoMeHaauun agMuHuctTpaTopy BW no nopsaky WCNonb30oBaHUS 3TUX KOMaHA.
MosACHEHWS BblAENE€Hbl MENTKUM LIPUDTOM.

CoobwyeHns - vHdopMmauus, BbIBOAMMAA Ha AUCNIEN, KOoTopas coobuiaeT o
AENCTBUAX, TpebyeMbix OT MoNb30BaTeNSA, O COCTOSSHUW MPOrpaMMbl MU O KOPPEKTHO
3aBEpPLUEHHbIX AENCTBUSIX.



NEPEYEHb COKPALLEHUNA

AMA3 AnnapaTHbIn MOAYb ALOBEPEHHOM 3arpy3Ku

ABU AaMunHucTpaTtop 6e3onacHoCTU MHMOpMaUnmn
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1. OCHOBHbIE NMPUHLMNbI OpraHu3auuvm 3awWwmTbl MHpopMaLumn
ot HCAA v o6ecneueHunsn ee KOHPMAEHLUNANBHOCTHU

MeponpuaTtma no 3awmte nHdbdopmaumm ot HCL sSBNSOTCA COCTAaBHOWM 4acTblo
ynpaBfieHYEeCKON, Hay4HOMN, MpPOU3BOACTBEHHOM (KOMMEpPYECKON) AeAaTeNbHOCTU
npeanpuatns (ydpexaeHus, dupMmbl U T.4.), HE3aBUCMMO OT ero BeAOMCTBEHHOWM
NPUHAANEXHOCTU M (POpMbl COBCTBEHHOCTU, M OCYLLECTBASKOTCA B KOMMAeKce C
ApYyrMMm Mepamm rno obecnevyeHuo yCTaHOBIEHHOIO peXXnMa KoHpUAEHUMANbHOCTW.

MpakTuka opraHmsaunm 3awmtbl MHGopMaumm ot HCA npun ee obpaboTke mn
xpaHeHunn B AC go/mkKHa yymTbiBaTb CleAyroLlmne NpuHUMnbl U npaBuna obecneyeHums
6e3onacHoOCTM nHdopMaLmmn:

1)CooTtBeTcTBMe ypoBHS 6e3omacHOCTM UMHOpPMaUMM  3aKOHOAATENbHbIM
MONOXEHMSAM M HOpPMaTUBHbIM TpeboBaHMSAM MO OXpaHe CBeAEeHUN, noanexalimx
3awmTe Nno AEMNCTBYIOLLEMY 3aKOHOA4ATeNbCTBY, B T.4. BbIObOp Kiacca 3awmuweHHOCTH
AC B cooTBeTCcTBMM C oOcobeHHOCTAMM 06paboTkn wuHboOpMaumm (TexHonorus
06paboTkM, KOHKpeTHble ycnosBus  akcnayataumm AC) W ypoBHEM ee
KOHMMAEHUMaNbHOCTW.

2)BbisiBneHue KoHduaeHUManbHOM WHPOpMaUMM W ee [OKYMeHTalbHoe
odopMieHue B BUAE NMepeydHs CBeAeHUN, noanexawmx 3almTte, ero cBoeBpeMeHHas
KOppeKTMpoBKa.

3)Haunbonee BaxkHble pelleHns No 3awmnTe nHpopMaumm A0XKHbI MPUHNUMATLCSA
pyKOBOACTBOM npeanpuatusa (opraHnsaummn, dupmbl), snagensuem AC.

4)OnpeaeneHne nopsiaka NPUCBOEHUSA YPOBHS MOJIHOMOYMM CcybbekTam
AOCTyna, a TakXe Kpyra iny, KOTOpbIM 3TO NpaBO NpeaoCTaB/IeHO.

5)YcTtaHoBneHne n odopMmneHne npasun pasrpaHudenuns agocrtyna (MPA), T.e.
COBOKYMHOCTU MpaBwWa, pernamMeHTUpyrLwmx npasa AocTtyna CcybbekToB AocCTyna K
obbekTam gocrtyna.

6)YCcTaHOBNEHNE NNYHOW OTBETCTBEHHOCTM MONb30BaTeENer 3a nogaeprkaHue
ypoBHS 3awmuweHHocTn AC npu obpaboTke cBeaeHuin, nognexawmx 3awmTte no
ANENCTBYIOLWEMY 3aKOHOAATENbCTBY NYTEM:

— O3HAKOMJIEHMS C NepeyHeM 3awuuaemMbiX CBeAeHWUN, OpraHM3auMOHHO-
pacnopsantensHon M pabouyen AOKyMeHTauuemn, onpeaensiowien tpebosaHus
n nopsaok 06paboTkm KoHpUaeHUMANbHON MHMOPpMaUnN;

— onpeaeneHns ypoBHS MOJIHOMOYMM cybbekTa AOCTyrna B COOTBETCTBUMU C €ro
JOJ/IKHOCTHbIM NpeAHa3HauYeHneM;

— nony4yeHus oT cybbekTa AOCTyrna pacrnucKM O HepasrnaweHunm [OBEepeHHOM
eMy KoHduaeHunanbHON nHdopMaunn.
7)06ecneyeHne du3NYECKOM OXpaHbl 06beKTa, Ha KOTOPOM pacnosioXxeHa
3awmwaemasa AC (Tepputopus, 34aHuUs, NoMeLleHus, XxpaHunmuwa nHOopMaLMOHHbIX
HOCUTenen), NyTeM yCTaHOBJ/IEHUSI COOTBETCTBYHOLMX NMOCTOB, TEXHUYECKUX CPeacTB
oXpaHbl Uan nbbiMKM ApyrMMu cnocobamm, npefoTBpalLaOWMMN UK CYLLECTBEHHO
3aTPYAHSAOLWMMM XULeHne CpencTB BbIYNCTUTENbHOMN TEXHUKMN (CBT),
MHMOPMaLUMOHHBbIX HocuTenen, a Takxe HCA kK CBT 1 NnuHMAM CBA3N.



8)OpraHunsauunsa cnyxbbl 6e3onacHocTM MHPopMauum (OTBETCTBEHHbIE NULA,
aAMUHUCTpaTop AQ), ocyLlecTBnstowen YyJeT, XpaHeHue n Bblaauy
MHMOPMALMOHHbBIX HOCUTENEN, Napofien, K4en, BegeHne cnyxebHom nHpopmaumm
C3M HC[H (reHepauuto naposien, Kat4den, COnpoBOXAEHME MpaBul pas3rpaHUYEHns
A0CTyna), npuveMky Bko4vaeMblx B AC HOBbIX MNpPOrpaMMHbIX CpPeACTB, a TaKxe
KOHTPO/Ib 3@ XOAOM TEeXHO/IorM4yeckoro npouecca obpaboTkm KoHdpuAeHUMANbHOMN
nHdopmMaumm u T.A4.

9)MnaHoMepHbIn 1M  ONepaTUBHbIM  KOHTPOJb  YpOBHA  He3onacHoOCTMU
3awmwaemon nMHpopmaumm cornacHo HA no 6e3onacHoCcTM MHpOpMauuu, B T.u.
npoBepKa 3alWmnTHbIX PYHKUUA CpeacTB 3almnTbl MHPOPMaLUN.

BHUMAHME! CpeacrtBa 3awnTbl MHpopMaunm omkHbl nmetb CEPTUOUKAT,
yAOCTOBEPSIOLWNA NX COOTBETCTBUE TpeboBaHUAM No 6e3onacHOCTM MHdopMauun.

2. HazHayeHue KoMnJiekKkca

Komnnekc C3UN HCA «Akkopa-AM3» npeactasnser cobon annapaTHbIN
MoAaynb AoBepeHHon 3arpy3ku (AMA3) ans IBM-coBmecTtuMbix K - cepsBepoB w
paboumx CTaHUMW nNOKanbHOW ceTn, obecneumBalLWMA 3aWUTY YCTPOWCTB W
MHPOpMaUMOHHBIX pecypcoB oT HCA, wuvaeHTudumkaumio, ayTeHTUdUKauutio
nonb3oBaTenen, perncTpaumto Ux [encTBUW, KOHTPOJIb LEeSIOCTHOCTU danios WU
obnactenn HDD (B TOM yucne U CUCTEMHbIX) NMPU MHOrOMOSIb30BATENIbCKOM pexmnMme
MX aKcnayaTauumu.

KoMnnekc HaunHaeT paboTy cpa3y nocne BbiNO/HEHUS Koda cucteMHoro BIOS
KOMMNblOTEpPa — A0 3arpy3ku onepaumoHHOM CUCTEMbl, N obecrneumBaeT AOBEPEHHYIO
3arpysky’ OC, MCNOMb3YOLWMX O4HY U3 NOAAEPXUBaeMbIX daitioBbix cuctem. 3T0, B
yactHoctn, OC tnna MS-DOS, OC cemencrtea Windows, QNX, 0S/2, UNIX, LINUX,
BSD v gp.

Bce moandukaumm kKoMmnnekca noanepxusarT dannosble cuctembl FAT12,
FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris UFS, QNX4,
MINIX.

Komnnekc npeactaBnser cobon COBOKYMHOCTb TEXHUYECKUX M MPOrpaMMHbIX
CpeacTB, NpeAHa3HaYeHHbIX ANS BbIMNOHEHUS OCHOBHbIX PYHKUMI 3awnTbl oT HCA
MN3BM (AC) Ha ocHoBe:

— MPUMEHEHMNS NEPCOHaNbHbIX MAEHTU(PUKATOPOB NONb30BATENEN;

— NaposibHOro MexaHu3Mma;

— O6NOKMPOBKW 3arpy3km onepaunoHHOM CUCTEMbI CO CbEMHbIX HOCUTENEMN
nHdopmaumm;

— KOHTPONSA UENOCTHOCTM TEeXHUYECKUX CpeactB U MNporpamMmMHbIX CpeacTB
(dpannos obuwero, npuknagHoro MO u gaHHbIX) NM3BM (AC);

1
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— obecneyeHns pexuMma AOBEpPEHHOW 3arpy3ku ycTaHoBiAeHHbIX Ha MN2BM (AC)
onepauuoHHbIX CUCTEM, MUCNOAb3YKLWKMX Nbyl U3 noaaepXnBaeMblX
KOMMN1eKcoM (hannoBbIX CUCTEM.

Komnnekc C3UW HCA gna N3BM (PC) «Akkopa-AM3» obecneynBaert:

— 3awunty pecypcos N2BM (PC) oT nuuy, He gonyuweHHbIX K paboTe Ha Heu, Ha
ocHoBe wuaeHTUdmKaumm nonb3osatenen [MM3BM (PC) no nepcoHasnbHbIM
naeHTndUKaTopam A0 3arpy3ku onepaumoHHon cuctembl (OC);

— ayTeHTudukaumio nonb3osatenen M3BM (PC) no naponto gnvHom go 12
CMMBO/I0B, BBOAMMOMY C KNlaBMaTypbl C 3aWMTON OT pacCKpbITUS mapons - 4o
3arpys3kum onepaunoHHomn cucrtembl (OC);

— 610KMPOBKY 3arpy3ku € oT4yyxaaembix Hocutenen (FDD, CD/DVD-ROM, ZIP,
USB-HakonuTenen n ap.);

— KOHTPOJIb LENOCTHOCTU TEeXHUYECKUX, NPOrpamMMHbIX CpeacTB, YC/IOBHO-
NocTossHHOM wuHdpopMmauun M3BM (PC) po 3arpy3skm OC, c peanusauymen
MoLwwaroBoro aaropmMTMa KOHTpOS;

— JAOBEPEHHYI0 3arpy3kKy CUCTEMHOro um npuknagHoro NO npu ogHOBpEMEHHOM
yCTaHOBKE Ha JAMCKax WM B JiorMyeckux pasgenax aucka [M3BM  (PC)
Heckonbkux OC;

— peructpauuto Ha NM3BM (PC) oo 126 nonb3oBaTenemn;

— PEerncTtpauuio  KOHTPOSIMPYEMbIX  COBbITUA B CUCTEMHOM  XYypHane,
pa3sMeLleHHOM B SHEepProHe3aBMCUMON NaMSATU KOHTPOIepa;

— BO3MOXHOCTb dunsmnyeckomn KOMMyTaumnm ynpaBAsowmx CUrHanos
nepudepunHbiIX YCTPOMUCTB, B 3aBUCMMOCTM OT YPOBHS MOJIHOMOYUN
nonb3oBaTesns, NO3BONAKLWEN YyNnpaBnsaTb BBOAOM/BbIBOAOM WMHGOpPMaUMM Ha
oTuyXXAaemble Pusnyeckme HoCcmTenm n ycTtponcrtea o6paboTkn AaHHbIX;

—  aAMWUHUCTPUpOBaHMe BCTPOEHHOro no KoMniekca (perncrpauuto
nonb3oBaTenen n nepcoHanbHbIX NaeHTUNKaTopos, HasHadyeHne dhanios ans
KOHTPO/SIA LENOCTHOCTU, KOHTPOJb anmnapatHou 4dacTtu M3BM (PC), npocMoTp
CUCTEMHOrO XYypHana);

— peructpauunto, cbop, XpaHeHne 1 BblAayy AaHHbIX O COObITUAX, MPONCXOAALLNX
B NM2BM (PC) B yactn cmcteMbl 3aWmMTbl OT HECAHKLUMOHUPOBAHHOIO A40OCTyna B
NBC.

NaoeHTndukauma m ayteHTUdUKaumMs nonb3oBaTtesien, KOHTPOsb LEeSI0OCTHOCTU
TEXHUYECKNX M nporpamMmMHbiXx cpeacTts M3BM (PC) BbINOMHAKTCA KOHTPOJ1EPOM
KOMMseKca A0 3arpy3ku onepaumoHHON CUCTEeMbI, YCTaHoBneHHoM B M2BM (PC).

Komnnekc obecneymBaeT BbIMOJIHEHME OCHOBHbIX YHKUMW 3awmTbl oT HCA
KaKk B cocTaBe nokanbHonm [12BM, Tak n Ha paboumx crtaHumax JIBC B cocrtaBe
KOMMNEKCHON cuctembl 3awmntbl o HCA JIBC, B TOM 4ucne, HaCTPOWKY, KOHTPO/b
dYHKLUNOHUPOBAHUS N YyNpaBleHNe KOMMIEKCOM.

Komnnekc C3M HCO «Akkopa-AMA3» pa3pabotraH OKB CAIP Ha ocHoBaHuu
nmueHsnn O®CTIK u OCb P®. Komnnekc npou3BOAUTCA Ha aTTeCTOBaHHOM
npon3BOACTBE.



3. CocTtaB KOMNJieKkca

Komnnekc C3WN HCO <«Akkopa-AMA3» Bkao4vaeT B cebsd nporpaMMHbie W

annapaTHble cpeacTBa.

3.1. AnnapaTtHble cpeacTBa

AnnapaTHble cpeactBa komnnekca C3UM HCLO «Akkopa-AMA3» (TY 4012-006-

11443195-97 03) Bkato4vatoT B cebs:

OA4HOM/IaTHbIA KOHTPoOJI/ZIEP - TNpeacTaBnseTr cobonm KapTy paclmpeHus
(expansion card), yctaHaBAMBaeMyio B CBOOOAHbIN CNOT MaTEPUHCKOW MNaThl
M2BM (PC). KoHTponnep saBnsieTcs yHuMBepcalbHbiM, He TpebyeT 3aMeHbl npu
CMEeHe MCNoJib3yeMoro Tuna onepaunoHHon cuctembl (OC). B KoHTponnepe
KOMMJieKkca annapaTHO peanu3oBaHa pabota c¢ kaHanoM Touch Memory, 4TO
obecneumBaeT HagexHyk paboTy c umaeHTudukatopamm DS-199x Ha Bcex
Tunax [M3BM (PC). Ha koHTponnepbl cepun 5.5 no 3akaszy MoOXeT
yCTaHaBnmeBaTbCs npoueccop ¢ USB-xoctoM w©n pasbeM mini-USB, u4To
Mo3BOJISET MCNOSb30BaTb B KayecTtBe naeHtndukatopa NCK3N LLUAUTMKA.

CbeMHUK MHEOPMaLMN C KOHTAKTHOM YyCTPOMCTBOM, obecrneuymBaroLLnii
nHTepdeic Mexay KOHTpPOJ1I/IEpOM KoMnekca n nepcoHanbHbIM
naeHTUdMKaATOPOM MNOoNb30BaTENS.

nepcoHasibHbIH MAEHTUUKATOP MNOJ/Ib30BAaTesIA — MUKPOMNPOLECCOPHOE
ycTtponctBo DS 199x («Touch memory»), wnnu USB-yctponcteo [NMCK3U
LLNMNKA. Kaxabin ngeHtudunkatop obnagaet yHUKanbHbIM HOMepoM (48 6uT),
KOTopbIn dopMupyeTca TexHonorndeckn. O6beM namaTu, AOCTYMNHOW Ans
3annucnM M YTeHus 3aBUCUT OT Tuna maeHTudmkatopa. NogpobHee o nopsiake
NCNO/b30BaHUS MepCoHanbHbIX naeHTUGMKaTopos cM. n. «MaeHTudmnkKaTopbl»
«PykoBoactBa no ycrtaHoBke» (11443195.4012-006 98), Bxoaswero B
KOMMNEKT NOCTaBKM KOMMeKca.

KonnyectBo ” TuUN wMaeHTUPUKATOPOB, MoAMDUKALMSA KOHTponnepa W

KOHTAKTHOIro yCTPOMCTBa OroBapMBaeTCsA NpU NOCTaBKE KOMMJIEKCA U YKa3biBalOTCS B
®opmynsape (11443195.4012-006 ©0).

3.2. MporpaMMHbIE CpeacTBa

B cocTaB nporpaMMHbIX CPeACTB, pa3MeLLEHHbIX B SHEPrOHE3aBUCUMON MaMATH

KOHTpOJ1J1IEPpa KOMMJIEKCA, BXOOAT:

1)BIOS koHTponnepa koMnnekca «Akkopa-AMA3»;
2)nporpamMMHoe obecnedyenHme AM3 B cocTaBe creayrwmnx PyHKLUMOHANbHbIX

Moaynemn:

cpeacTtBa naeHTMduKaunum nonb3oBaTenemn;

cpeacTtBa ayTeHTUdUKaumMm nonb3oBaTenen;

cpeacTBa KOHTPOAS LENOCTHOCTM TexHudecknx cpeacts NM3BM (PC);
cpeacTBa KOHTPONS LENOCTHOCTM CUCTEMHbIX 06nacTen XecTkoro AnNCKa;
cpeacTBa KOHTPONS LENOCTHOCTM NPOrpaMMHbIX CPeacTB;
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— cpeactBa KOHTPONS LENOCTHOCTUM OTAeNbHbIX BeTBen peectpa (ana OC
cemencrtea Windows);

— cpeacTea ayauTa (paboTa c XypHanom permcrpaumm cobbitnin);
— cpeacTBa aAMUHUCTPUPOBAHUS KOMIMEKCa.

JocTtyn K cpeactBaMm aAMUHUCTPUPOBAHMA WM ayauTa  KOMMJeKca
npeaocTaBndAeTCca TObKO agMUHUCTpaTopy bU.

MporpamMma agMUHUCTpPATOpPa CUCTEMbI 3aLMTbl MHPOPMALUN SABASETCH YacTbio
KOMMJiekca «Akkopa-AMA3» Z He TpebyeTt YCTaHOBKM Kakoro-nmbéo
pononHutenbHoro MO. C noMowbio 3TOM nporpamMmMmbl agMuHucTpatop C3U moxet
no6aBnaTb M yaanaTb Nosb3oBaTeNen, Ha3HadaTb Nosb30BaTeNs M MaeHTUdUKaTopsbl
M Maposin, KOHTPOAMpOBaTb annapaTHy 4acTtb [12BM, npuknagHbie U CUCTEMHbIE
dannbl, noay4YaeT A0CTYN K CUCTEMHOMY XYpHany KOHTponniepa.

4. XapaKTepucTtuka KoMrnsiekca

Komnnekc C3N HC «Akkopa-AM/[13» BbiNyCKaeTcss B NporpaMMHO-annapaTHOM
ncnosHeHnMn wn nocraensetca (no TpeboBaHMAM 3akKas3umka) B pPa3fIMYHbIX
MoamndumKaumnax.

Bca nporpaMmMmHas 4yacTb KoMMekca (BkItOYas cpeAacTtBa
AAMUHUCTPUPOBAHUNSA), CIMCOK MNOSb30BaTeNlIen U XypHan perncrpaumm pasMelleHbl
B 3HEproHe3aBMCUMMOM MaMATUM KOHTposuiepa. DTUM obecnedymBaeTcs BO3MOXHOCTb
npoeeneHns naeHTudukaummn/ayteHtndmnkaumm nonb3oBaTenen, KOHTpONS
LEeNoCTHOCTHU TEXHUYECKUX n MPOrpaMMHbIX cpencTts MNaBM (PC),
aAMUHUCTPUPOBAHNA M ayAuTa Ha annapaTHOM YpOBHe, CpeAcCTBaMW KOHTpoJiepa
KoMmniekca o 3arpyskum OC.

B koMmnnekce «Akkopa-AM3» MOryT NpUMEHSATbCS pas/finyHble MoamnduKaumm
creunannsmpoBaHHbIX KOHTPOJI/1EPOB.

Tunbl KOHTponsiepoB <«Akkopa-AM[3» C COOTBETCTBYHOLWMMW UM LUMHHbBIMMU
nHtepdencamn CBT npeancraBneHbl B Tabnuue 1. PacnonoxeHue 3/eMEHTOB WU

pa3beMOB Ha njaatax KOHTPOMNEpoOB <«AKKOpA» pa3/iMyHbiX MoAUdUKALUA CM. B
«PykoBoactee no ycraHoBke» (11443195.4012-006 98).

Ta6nuua 1 - Tunbl KOHTpPOJIepoB «Akkopa-AMA3 »

LUnHHbIN nHTEepdeiic cnota CBT Tvn KOHTpONNEepa
PCI (c Hanps>XXeHneM NUTaHus WuHbl 5B) AKkkopa-5
PCI (¢ HanpsxeHMeM NUTaHuSA WuHbl 5B nnn Akkopa-5MX
3.3B) nnu Akkopa-5.5
PCI-X (c HanpshKeHWeM NuTaHus WuHbl 3.3B)
PCI-express Akkopa-5.5.e
mini PCI Akkopa-5.5MP
mini PCI-express Akkopa-5.5ME

XapaKkTepucTtukm KoHTponnepos «Akkopa-AMA3» npuBeaeHsl B Tabnuue 2.
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Ta6nuua 2 - Mogudpukauumn KoHTponnepos «<Akkopa-AMA3»

OcobeHHOCTHN Akkopa-5 AkkopAa- AkkopAa- AkkopAa- AkkopAa- AkkopAa-
pa3/INYHbIX 5MX 5.5 5.5e 5.5MP 5.5ME
TUNOB
KOHTpOJ/J1IepoB
Tvn
UCNnoJib3yeMom PCI(5B) u PCI(5B) u PCI- L mini PCI-
CUCTEMHOM PCI(5B) PCI- PCI- express mini PCI express
X(3.3B) X(3.3B)
LUMHbDbI
Pene Bo3moxxHa | Bo3MoxHa | Bo3MoOxHa | Bo3MOXxHa
6/710KMPOBKM yCTaHOBKA | yCTaHOBKa | yCTaHOBKa | yCTaHOBKa ) )
cdbunsnuecknx OBYX pene | ABYX pene | Tpex pene | Tpex pene
KaHanoB no 3akasy Mo 3akasy | Mo 3akasy | Mo 3akasy
BOo3MO>XHOCTb
nepenporpam + + + + + +
MUpOBaHUsNA
Tanmep Bo3MoxHa | Bo3MoxHa | Bo3moxHa | Bo3MoXxHa Bo3MoOXHa Bo3MoOXHa
peasibHOro yCTaHOBKa | yCTaHOBKa | yCTaHOBKa | yCTaHOBKa yCTaHOBKa | yCTaHoOBKa Mo
BpEMEHM no 3akasy Mo 3akasy | Mo 3akasy | Mo 3akasy no 3akasy 3akasy
AnnapaTHbIA
acy YcTaHaBAMBaAETCA Ha BCeX KOHTposnepax
NHTepdeitic RS | BosmoxHa | Bo3smoxHa | Bo3moxHa | Bo3MoxHa
232 yCTaHOBKa | yCTaHOBKa | yCTaHOBKa | yCTaHOBKa - -
no 3akasy Mo 3akasy | Mo 3akasy | Mo 3akasy
Pene
ynpaBsieHus Bo3MoxHa | Bo3MoOxHa
nuTaHueMm - - yCTaHOBKa | yCTaHOBKa - -
MaTepUHCKOM no 3akasy | Mo 3akasy
naarbl
BCTpOEHHbIN Bo3MoxHa | Bo3MoOxHa
USB-xocT - - yCTaHOBKa | yCTaHOBKa - -
Nno 3akasy | Mo 3akasy

Bce moandunkaumm komnnekca «Akkopa-AMA3»:
— MOryT MuCnonb3oBaTtbCaA B coctaBe [129BM ¢ uUeHTpanbHbIM MNpoOLECCOPOM
apxutektypbl x86 (IA-32) nnmn x86-64 (AMD64), ¢ 06beEMOM ANMHAMMYECKOW
onepatmBHon namatn (RAM) He MeHee 128 M6;

— TpebytoT

ans

YCTaQHOBKM
mMatepuHckon nnate CBT,

COOTBETCTBYHOLWMNN
COOTBETCTBYHOLWMIA TNy CneunannmpoBaHHOro

KoHTponnepa AMA3 (noapobHee cm. Tabnuuy 1);

cBob60OaHbIN

pasbeM Ha

— npepgnonaratT Hanumume Ha [129BM  nwbon wun3  OC, wucnonb3ytowen
noAAEPXMBAEMYHO KOMMIEKCOM (hal/ioOBYIO CUCTEMY;
— obecneynBaldT MHOroMNOJb30BaTENbCKUA pexuMm 3skcnayataumm [129BM ¢

BO3MOXHOCTbIO perncrpauum

(B 3HEproHesaBUCUMOM

nonb3oBaTtenen Ha ogHown MN2BM;
naeHTundmnkKaumm

—  WUCMOJb3YIOT

naeHTNdUKaTopbl

ans

rnosib30BaTeNeN
TM DS 1992-1996 c¢ ob6bemMoM namMaT™M A0 64 Kowurt.

namatm) ao 126

NepcoHasibHble

BOo3MOXHO TakXe WCnosb3oBaHMe B KayecTtBe wuaeHTudukatopos [MCK3U
LLWNMKA;

NCNonb3ylT A9 ayTeHTudumkaumm nonb3oBaTesier naposb A0 12 CMMBOOB,
BBOAMMbIN C KJlaBMaTypbl;
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6N1OKMPYIOT 3arpy3ky C oTdyxaaemblix HocutTenen (FDD, CD/DVD-ROM, ZIP,
USB-HakonuTenen n ap.);

obecneyumBaloT KOHTPOJIb LENOCTHOCTM annapaTHbix cpeacts M3BM (PC) ago
3arpy3kun OC;

obecneumBaloT KOHTPO/Ib LESIOCTHOCTU NporpamMM M AaHHbIX Ao 3arpy3ku OC,
3aWmMTy OT BHEAPEHMS pa3pyLllatoLlwmx NnporpamMMHbix Bosgencteni (PrB);

obecneumBaloT KOHTPO/SIb LESIOCTHOCTU OTAeNbHbiX BeTBen peecTtpa (ana OC
cemencrtea Windows);

OCYLLUECTBASAT perncrpaumio  OencTBMM  NONb30OBaTeENEN B CUCTEMHOM
)XYpHane, pa3MeLleHHOM B SHEProHE3aBUCMMOMN NMaMsATU KOHTPONepa;

obecneumBaloT a4MUHNCTPUPOBAHNE CUCTEMbI (perncTpaunto nosb3oBaTenem n
nepcoHanbHbIX WAEHTUPUKATOPOB, Ha3HadeHue dannos AN KOHTPoOns
LLeSTIOCTHOCTU, KOHTPONb annapaTtHon 4actum [19BM, npocMOTp CUCTEMHOro
XypHana);

OCYLLEeCTBSAIT pa3rpaHnyeHne npae AOCTyrna nosib3oBaTesier B COOTBETCTBUMU
C YPOBHEM UX NOSHOMOYMKM (Npn yCcTaHoBKe cneumanbHoro MO);

MMEIOT annapaTHbIN AaTuMK caydanHbix yncen (OCH).

Ona obecneyeHns pasrpaHUyeHnss A0CTyna MoNb30BaTeNeil COBMECTHO C

KoMnnekcoMm AM3 MoxeT nocTtaBnaTbCsa (Mo OoTAENbHOMY 3aka3sy) cneuunanbHoe M0:

NAK Akkopa-Win32(TSE) npu pa6ote M2BM (PC) noa ynpasneHuem 32-
pa3psaaHbix OC cemencrtea Windows;

NAK Akkopa-Win64(TSE) npu pa6ote lM2BM (PC) noa ynpasneHueMm 64-
pa3psaaHbix OC cemencrtea Windows;

NAK Akkopa-X npu pabote MM2BM (PC) noa ynpasneHuem OC cemencrsa
Linux.

MocTaBnsseMmoe COBMECTHO C KoMmnnekcoM «Akkopa-AMA3» cneumanbHoe [10

peannsyeT AWCKPEUMOHHbIM M MaHAATHbIM MeToAbl pa3rpaHuyeHus AocCcTyna Wu
no3BonsieT aaMUHUCTpaTopy 6e3onacHoctn wuHdopMmaumm (agMuHuUcTpatopy bN)
onucaTtb npaBuna pasrpaHudeHuns goctyna (MPL) Ha ocHoBe Haubonee MNOSHOro
Habopa aTtpubyToB AgocTtyna.

a) NMpn onepauunsax ¢ dpannamu:
R - pa3peuwleHune Ha oTKpbITUe hannoB AN UTEeHUs;
W - paspelueHne Ha OTKpbITME hannoB Ang 3anmcu;

C - paspeweHue Ha co3gaHue dannos Ha aucke; D - paspeweHue Ha
yaaneHue ¢annos;

N - pa3spelieHne Ha nepenMmeHoBaHune pannoB U NOAKATaNoros;
O - sMynauus paspelleHms Ha 3anucb MHdopMaumm B dainn, nmerLwmmn

6bonee HuM3kMN npuoputeT, 4yem aTpubyt W (paspeweHme Ha OTKpbITUE
dannos gnsa 3anucun);

V - Bumaumoctb dannos. [lo3BonsgeTr penatb cywecrteywouwme dannbl
HEBMOMMbBIMMU ANS nofsib3oBaTtens. ATpubyt V umeetr 6o0siee BbICOKUI
npuoputeT, yem atpmnbytel R, W, D, N, O.
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6)Mpn onepauusax c Katanoramu:
M - pa3pelueHne Ha co3gaHue nNoaKaTasioros;
E - pa3pelwleHne Ha yaaneHune rnoakKatanoros;
n - pa3pelleHne Ha NnepeMMeHoBaHne NoaKaTanoros;

G - pa3peweHue nepexoga B KOHKPETHbIM KaTtanor (AOCTYMHOCTb
KaTanora);

B) [Mpn onepaumax ¢ nporpaMMaMu:
X — paspelwleHune Ha 3anyck nporpamm;

r) ATpmbyTbl NPUHYANTENBHON perncTpaunmn:
F — BCex onepauun yteHusa danna B XypHane perncrpaunm;
w - BCeX onepaumi 3anmcu danna B XXypHane perucrpauuu.

MaHAaTHbIN MeXaHMU3M pa3rpaHuyeHus AOoNyCKaeT YCTaHOBKY ANs 06bekToB
METOK A0CTyna, a Nonb30oBaTesiiM MNPUCBOEHME ypOBHen AocTyna. AOMWHUCTPATOp
BW mMoxeT onucatb M NpMcBonTb 40 15 pasnnyHbIX YPOBHEMN.

Takon Habop aTpumbyToB NO3BONSET peanun3oBaTb NOOYHD pasyMHYHO
HENPOTUBOPEYUBYIO MOMUTUKY MHPOpMauMoOHHOM 6e3onacHocTtu, obecneunTb
KOHuaeHUManbHoOe 4enonpon3BoACTBO.

5. TexHn4yeckue ycsioBus NpuMeHeHUsa KOMIJ1eKca

Bce moandunkaumm komnnekca «Akkopa-AMA3»:

— MOryT MCMosb30BaTbCs B cocTtaBe [19BM C ueHTpanbHbIM MNpPOLECCOPOM
apxutekTypbl Xx86 (IA-32) nnun x86-64 (AMD64), c 06beMOM AMHAMUYECKOMN
onepatmHon namatn (RAM) He MeHee 128 M6, npu Hanuumm csoboaHOro
pasbeMa Ha MaTepuHckon nnate [19BM, cooTBeTCTBYKOLWEro Tuny
crneymnann3npoBaHHOro KoHTponnepa AMA3;

— obecneynBaldT MHOrOMOJSIb30BATENLCKMA peXUM 3KcnsyaTaunmm [M3BM ¢
BO3MOXHOCTbIO perncrtpaumm o 126 nonb3osaTtenewn Ha ogHon MNIBM;

— npepnonaratT Hanmume Ha [12BM nwbon wu3 OC, wucnonb3ytouwen
noaAepXnBaemyto KOMMAEKCOM (paroBy0 CUCTEMY.

Mpn moandunkaumm BHyTpeHHero MO 3aMeHa KOHTpossiepa He Tpebyetca. MNpu
3ToM obecneuymBaeTcs noaaepxka cneupexmma (TEXHONOMMYECKOro pexuma
KOHTponnepa, noapobHee cM. «PykoBoactBO no ycrtaHoBke» 11443195.4012-
006 98) nporpammupoBaHmns 6€3 CHUXKEHUS YPOBHS 3aLUNThI.

TexHn4yeckne cpeacrtesa 3awmuwaemon [19BM  He [OO/MKHbI  coaepXxaTb
annapaTHO-NpPoOrpaMMHbIX MexXaHWU3MOB, OPUEHTMPOBAHHbLIX Ha UeneHanpassieHHoe
HapyLleHue NpaBUAbLHOCTM (PYHKUMOHMpPOBaHMA KoMmmnnekca. B cocrtase M3BM (PQO),
B KOTOpPOM YycTaHoBneH komnnekc C3M HCA, AomKHbI OTCYTCTBOBaTb CpeacTBa,
no3BoNISlOWLME 3@ CYeT BO3AENCTBMSA CO CTOPOHbI MNOJSib30BaTesieM Ha LWTaTHble
opraHbl ynpasneHus [2BM (PC) BocnpensdTcTBOBaTb Mepeaaye YynpaBaeHUs
KOMMNeKCy CTaHaapTHon npoueaypon ROM Scan.
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6. OpraHmsaunoOHHbIEe Mepbl, Heo6xoanMble AN NpMMeHeHus
KOMIJ1eKca

Ans 3dpdEeKTUBHOIro NpMMEHeEHM CpeacTB 3alnTbl KOMMJIEKCa M NoaaepKaHus
HeobxoanMoro ypoBHs 3awmuweHHocTn MN2BM (AC) n MHPOpMaUMOHHbBIX pecypcoB
TpebyeTca:

— Hanuuue agMuHucTtpatopa 6esonacHoctu wuWHopMaumm (cynepsusopa;
fnanee no TeKCTy - aagMuHucTtpaTtop BU) -  npuBmunernpoBaHHOro
nonb3osaTens, wuMewwero ocobbin cTaTyc M abCcontoTHbie MNOAHOMOYMS.
AoMunHuctpatop BW nnanupyeT 3awuty wuHoOpMauum Ha nNpeanpusaTmMu
(yupexaeHuun, dupme n T.4.), onpeaensieT npasa AOCTyna nosb3oBaTeNnsm B
COOTBETCTBUU C YTBEPXAEHHbIM [lnaHOM 3alwuTbl, OpraHU3yeT YCTaHOBKY
komnnekca B CBT(PC), 3kcniyataumMid UM KOHTPOJSb MNpPaBWUIbHOCTHU
ncnonb3oBaHms CBT(PC) ¢ BHeapeHHbIM KOMMNEKCOM <«AKKOpA», B TOM
yncne, yyeT BblAaHHbIX MAEHTU(UKATOPOB, OCYLLECTBASET nepumoamyeckoe
TeCcTMpoBaHMe CpeacTB 3alunTbl KoMnnekca. 06a3aHHOCTM agMMHUCTpATopa
BU no NMPpUMEHEeHno KOMMJiekca MN3TOXKEHbI B «PykoBoactee
aAMUHUCTpaTopa» U «PykoBoACTBE MO YCTaHOBKE>»;

— pa3paboTka N BeAeHWe y4yeTHOM U 06beKTOBOM AOKYMEHTaAUMN (MHCTPYKUUS
aAMUHUCTpATOPa, MHCTPYKUWN nonb3oBaTesien, XXypHan y4yeTa
MAEHTNHUKATOPOB M OTUYXAAEMbIX HOCUTENnen nonb3oBaTtesnen n ap.). Bce
paspaboTaHHble Yy4yeTHble W O06bEeKTOoBble AOKYMEHTbl AOJIKHbl  ObITb
CorslacoBaHbl, YTBEPXAEHbl Y PyKOBOACTBA M A0BeAEeHbl A0 COTPYAHWKOB
(nonb3oBatenen). 3TO Heobxoammo pans Toro, 4tobbl [MnaH 3awuThl
opraHusaumn (npeanpuaTtumsa, dupMmbl 1 T.4.) W gencteus CbU
(agMuHUcTpaTopa bU) nonyunnm OpmManNYecKyro OCHOBY;

— ¢dusmnyeckaa oxpaHa CBT (AC) n ee cpeacts, B TOM 4yucne nposeneHue
MEepOonpuUAaTUM NO HEAONYLLEHUIO N3bATUSA KOHTponnepa KoMmnnekca;

— wncnonb3osaHne B CBT (AC) TexHMYeCKMX W NpPOrpaMMHbIX CpeacTs,
cepTudmnumpoBaHHbiXx Kak B Cucteme TOCT P, Tak U B [ocypapCcTBeHHOM
cucteme 3awmnTbl MHPopMauun (FC3N);

— nepunoanyeckoe TeCtMpoBaHme CpeacTtB 3alUTbl KOMMJIEKCA.

7. OCO6E€HHOCTM 3alUTHDbIX (PYHKLMIN KOMMJIEKCa

«Akkopa-AM13» - 3TO NpPOCTOM W 4pe3Bbl4alHO 3(PEdEKTUBHLIN KOMMIEKC
annapaTtHO - MpOrpaMMHbIX  CpeAacTB, MO3BOASAKWMKA  opraHm3oBaTb 6e3
aononHutenbHoro MO B coctaBe OC, «3N1E€KTPOHHbIN 3aMOK» C QYHKLUMAMN KOHTPOAS
LLeNIOCTHOCTU CUCTEMHbIX obnacten XecTKoro AuCKa W MpPUKAAAHbIX MNporpamMm
(dbannos) ansg nobbiX pacnpoCTpaHEHHbIX TUMNOB (hanioBbIX CUCTEM.

3awmnTHble PYHKLUMM KOMMJIEKCA peanin3yrTcsa UCMoSib30BaHUEM:

1) AncumnnnHel 3awmntbl oT HCA k M2BM (PC), Bkntwo4das uaeHTUdMKaumio
nonb3oBaTenem Mo YHWUKaNbHOMY unaeHTUdUKaTopy M UX ayTeHTUduKauyuio
(noaTBepxaeHne MNoA/MHHOCTM) C Yy4eTOM HeobXoAMMOM ANWNHbI Naponsi, BPEMeHWU
€ro XXW3Hu, orpaHUYeHnem BpeMeHun gocrtyna cybvekrta Kk NM3BM (PC).
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2)KOHTpONs UEeNoCTHOCTU KPUTUYUHBIX C TOYKM 3peHns UHEOOpMaLMOHHOMN
6e3onacHOCTM cucTteMHbix obnacten n dannos, NporpaMMm M AaHHbIX A0 3arpys3ku
OC- AucumMnamnHbl 3aWmTbl OT HECAHKUMOHMPOBAHHbLIX MOAMMUKALMA N LOBEPEHHOM
3arpy3kun OC.

3)ApyrMx MexaHM3MOB 3allMTbl B  COOTBETCTBMM C  HOPMATMBHbIMU
AOKYMeHTaMM No 3almnTte n TpeboBaHMsAMM 3aKasumka.

MocTpoeHne cuctembl 3awmTtbl MHbopmaumm ot HCO C wucnonb3oBaHMEM
kKomMnnekca <«Akkopa-AM[3» u ero B3auMMOAENCTBME C NpOrpaMMHO-annapaTHbIM
obecneyverHmnem NMNIBM (PC) nokasaHbl Ha puUcyHke 1.

. BawywerHas MOBM |
' KowTpornep| |
“Al'«opﬂ'”

E < -P BIOS MopT vaeH i MepcoHanbHbIA

KOHTPOIIIEPa (€—» tyichukaTopa < : »| oeHTUdMKaTop

4—_} i nons3osarensd
| oc N
| MpuknanHas (quegp{ MOHUTOD | guuip i
| sapaua BesonacHo- Puameckue | | |
§ T {| MainBIOS | : ymnpggcl\“nrea 5
| | —> |

PucyHok 1 - MocTtpoeHune cucremsol 3awmtbl utHpopmaumm ot HCAl ¢ ucnosnbzoBaHneM
KoMIuiekca «Akkopa-AMA3»

HagexHoCcTb QYHKUMOHUPOBAHUA cucTteMbl 3awutel M2BM (PC) ot HCA
obecneumBaeTcsa BbiNnonHeHnem cpeacrteamm C3U HCO «Akkopa-AMA3» cneaytowmx
yCNOBWUM:

1)Ha MN2BM (PC) ¢ npoBepeHHbIM BIOS vycraHoBneHa npoBepeHHas
(cepTndmumpoBaHHas) onepaumoHHas cucrtema.

2)[JocToBEPHO YyCTaHOBNEHa HEM3MEHHOCTb annapaTtHoM 4actu [19BM,
cuctemHoro BIOS, kputuuHbix dannos OC M NpuknagHbiX nNporpamMm Ans AaHHOro
ceaHca paboThl.

3)KpoMe npoBepeHHbIX NporpaMMm B AaHHOW MporpamMMHoO-annapaTHOM cpeae
M2BM (PC) He 3anycKanocb W He 3anyCcKaeTCs HUKAKMUX UHbIX NMPOrpamMm.

4)VCKNOYEH 3anyCck NpoOBEPEHHbIX MporpaMMm B Kakom-nmbo MHOWM cuTyauuw,
T.€. BHE NPOBEPEHHON Cpeabl — NpU YCTaHOBNEHHOM cneuymansHoMm MO C31 HCA.

5)YcnoBua 1-4 BbINOAHAKTCA B 1060 MOMEHT BpeMeHW Ans BceX
nonb3oBaTtenen, ayTeHTUOMUNMPOBAHHBIX 3alLMUTHbIM MEXaHM3MOM KOMMJeKca.

OcobeHHocTblo C3M HCO «Akkopa-AMI3» gaBnseTcsa npoBeaeHue npoueayp
naeHTMdUKaumMM, ayTeHTUuduKaumm wn  KOHTPOASA LENOCTHOCTM A0 3arpy3ku
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onepauuoHHOM cucteMmbl. 310 obecrneumBaeTcs NepexBaTOM  YynpaB/ieHUS
KOHTPO/IIEPOM KOMMJIEKCA BO BPEMS TakK Ha3biBaeMon npoueaypbl ROM Scan, cyTb
KOTOPOM 3aK0YaEeTCH B CNeayloLWeM:

B npouecce HayanbHOro Craprta nocse NpoBEepKU OCHOBHOro obopynoBaHus
BIOS MNM2BM (PC) HauumHaeT nouck BHewHux TM3Y B agmanaszoHe C
800:0000+E000:0000 c warom B 8 K. lNpu3HakoM Hanuumsa MN3Y asngetca Hanuume
cnosa AA55H B nepBOM CfioBe NpoBepsieMOro WMHTepBasna. Ecnn gaHHbIA NpuU3Hak
obHapyXxeH, TO B cneaytwouweMm bante coaepxutca annHa M3Y B cTtpaHuuax no 512
6anT.

3aTeM BblUMCIAETCA KOHTposbHasa cyMMma Bcero 3Y, n ecnm oHa KOppekTHa -
byaeTr npou3BeaeH BbI3OB Mpoueaypbl, pacnonoxeHHon B l3Y co cMmeweHuem 3.
Takaa npoueaypa o06bIMHO WMcnoNb3yeTcs Ana wWHuumanmsauumm BIOS nnat
paclwmpeHus, yCTaHoB/EeHHbIX B [M2BM.

B C3N HCAO «Akkopa-AMI3» B 3TOM npoueaype npoBoAMTCS MHULUMANU3aums
BHyTpeHHero BIOS’a koHTponnepa, nepexsBaT TOYKW 3arpyskm W BO3BpaT B
npoueaypy ROM Scan. Takown anropuTtMm obecneumBaeTr  KOPPEKTHYIO
MHMUManm3auuto Bcex yctpouncte MNMIBM. MNocne 3aBepweHnsa npoueaypbl ROM Scan
ynpaB/ieHue rnepepaeTcs Ha TOUKY 3arpy3skum, W BOT 34eCb YXe HayumHaeT
BbINOJIHATbLCSA NporpaMmMma, 3anncaHHasi B SHEpProHe3aBMCMMON NaMATU KOHTponepa.
CraptyeTr cobctBeHHas OC C3UN «Akkopa-AM3», BbINOAHSAKTCA MAEHTUDUKaUKS,
ayTeHTUdUKaUMSa Mnosb3oBaTens, KOHTPOJb annapaTtypbl U (annoB Ha >XXEeCTKOM
ancke. lMNMpu nonbitke HCA, nan HapyweHnn LenoCTHOCTU BO3BpaT M3 npouenypbl He
NnpoMcxXoauT, T.e. AasibHenwasn 3arpy3ka BbINMONHATLCSA He 6yaeT. BHyTpeHHee [10
KOHTpoO//lepa TaKXe WCKAKYaeT BO3MOXHOCTb 3arpy3km [19BM co CMeHHbIX
Hocutenen (FDD, CD/DVD-ROM, ZIP, USB-HakonuTenem v aAp.) Ans nonb30BaTenewn,
He BXOAALWMX B rpynny agMUHUCTPATOPOB.

Mocne npeaobsiBNEHUS MNEepCcoHaNbHOro MAeHTUdUKaTopa NPOM3BOAUTCS
ayTeHTuduKaumsa nonb3oBaTtens. [loNyyeHHble AaHHble CAyXaT OCHOBOM ANs
BblUMCeHnsa xew-OyHKUMM, N N0 3TOMY 3HAUYEHMUIO OCYLLECTBASEeTCS NOUCK B CMUCKE
3aperncTpmpoBaHHbIX MoNb30BaTeNen, KOTOpbIM XpaHuTca B DHI1 KoHTponnepa.
Ecnn nonb3oBaTenb 3apernctpmpoBaH B KoHTposnepe AM/[3, TO BbINOJIHAETCSA
KOHTPOJIb LLeNOCTHOCTM yCTaHOBNAEHHbIX B NM2BM (PC) TeXHUYECKMX U NPOrpaMMHbIX
CpeAcTB NO CMNUCKY, CO34aHHOMY agAMUHUCTpaTopoM BU.

Ons npoBeAeHWs npoueaypbl ayTeHTUdUKauMM NpeaycMoTpeEH  pPeXUM
oTobpaxkeHus naposs B CKPbITOM BuAe Npu BBOAE - B BUAE CUMMBOJIOB <*>., DTuM
3aTPyAHSIETCS BO3MOXHOCTb pPacKpbITUS JIMYHOIO Napons WM  UCNOSIb30BaHUSA
yTpayeHHoro (NOXMWEeHHOro) naeHTndmkaTopa.

OcHoBOW ANs AOCTMXXEHUS HaAEXHOro (PyHKUMOHMPOBAHUS CUCTEMbl 3aLUWUTbI
ABNSIETCS KOHTPOJIb LEeMOCTHOCTM TeEXHUYECKUX M NporpaMMHbliX cpeacts M3BM (PC)
nepes KaxablM ceaHcoMm paboTbl nosib3oBaTens. DTuUM obecneymBaeTcs 3awiuTa oT
HECaHKUMOHMPOBAHHbLIX MOAUMUKALUMA N BHEAPEHWUS paspyllatrolinx fMporpaMMHbIX
BO34eNCTBUN (3aKknagok, BUPYCOB U T.4.).

KoHTponb wuenoctHoctm B C3WM HCO <«Akkopa-AM[3» BbINOAHAETCA Ha
annapaTtHOM ypoBHe (cpeacTBaMu KOHTPO/IEpa KOMMAEKca) C WUCMNO/b30BaHUEM
anropmTMa nowarosoro (CTyneH4yaToro) KOHTPONsS uenocTtHoctn (6bonee noapobHo -
cM. [MpunoxeHne 1.), CyTb KOTOpPOro CBOAUTCH K Cleaywwemy - A7 KOHTPOns
AAaHHbIX Ha i-M NTOrMYeCcKOM YPOBHE UX NMpeacTaBieHuns
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ANnsg 4yTeHusa TpebyeTca WUCnosb3oBaHWe npeaBapuTesibHO MNpPOBEPEHHbIX Ha
LenoCTHOCTb npoueayp i -1 - ro ypoBHs.

Mpn 3ToM obecneumBaeTca KoppekTHas paboTa KOMMAekca C 3arpy3udymkaMmu
pas3nnyHbiX dannosbiXx cuctem (Boot-meHeaxepamu), 4TO no3BonsieT obecneymTb
noBepeHHyto 3arpy3ky Bcex OC u npuknagHoro MO, npu OAHOBPEMEHHOM UX
YCTaHOBKE Ha pa3HbiX AMCKAX UM nornyeckux pasgenax amckos N3BM (PC).

MporpaMMmbl, peanusyllme MexaHM3M KOHTPONS LEeNOCTHOCTU KOMMNekKca,
AAMUHNCTPUPOBAHNA M ayauT paboTbl nonb3oBaTener 3awulieHbl OT NOAAENKN U
HEeCaHKUMOHUPOBAHHON MoauduMKauunm 3a CcyYeT WUuX XpaHeHus B obnactu
SHEeproHe3aBMCUMOM NaMAaATU, KOTOopas 3aluMLLEHA OT 3anuncu.

8. NocTaBka KOMMNJIeKca

Komnnekc C3WM HCO <«Akkopa-AMA3» pana [MM2BM (PC) nocTtaBnserca B
KOMMNEKTHOCTU, COOTBETCTBYHOLWEN TexHuyeckmm ycnosuam  (TY 4012-006-
11443195-97 03).

Moandukaums TEXHUYECKUX CPEeACTB M CreuuanbHOro MNporpaMMHOro
obecneyeHunsi, NOCTaBASIEMOr0 COBMECTHO C KOMIMJ/IEKCOM, OroOBapuBaEeTCs Npu 3akase
B COOTBETCTBUW C NOTPebHOCTAMM 3aKka3umka 1 yKasbliBaeTcs B hopMynsipe.

9. YCTaHOBKAa U HAacCTpoiMKa KOMMNJeKca

YcTaHOBKA KOMMJEKCa OCYLWeCTBAsSeTCs, KakK npaBwuio, crneunanmcramm
3AKA34YNKA (MOTPEBUTEJIA) B cooTBeTCTBMM C TpeboBaHMAMKU SKCMyaTauMOHHOM
OOKYMeHTauuu.

YcTaHoBKa M HacTpomnka komnnekca C3N HC «Akkopa-AM3» BK/OYAET:

1)YcTaHoBKY nnaTbl KOHTpoasepa B cBoboaHbIM cnoT MN3BM u nogcoegnHeHue
KOHTaKTHOro YycTpouctBa (CbeMHuMKa WHpopMmaumm) — CcM. <«PyKoBOACTBO MO
ycTtaHoBke» (11443195.4012-006 98).

2)Perncrtpauymto agmmHuctpatopa bW (cynepsusopa), B TOM 4yucne, HaCTpoOmKy
KOMMNjeKkca B COOTBETCTBUM C KOHUrypaumem TexHunyecknx cpeacts [19BM
(nogpobHee cM. «PykoBOACTBO MO YyCTaHOBKe» U «PyKoBOACTBO aAMWHUCTpaToOpa»,
BXOAsLLME B KOMMNIEKT NOCTaBKM KOMMJieKca).

3)Perncrpauymto nonb3oBaTtenem U HaCTPOWKY 3alUMTHbLIX CpeaAcTB KOMMeKca -
CM. «PykoBOACTBO aaAMMHUCTpaTopa» (11443195.4012-006 90 03).

10. YnpaBneHue 3awimTtom nHpopMmaumm

Co3pgaBaemas CTpyKTypa 3awwnTbl nHpopmauum B NMIBM (AC) npm npuMeHeHunm
komnnekca C3U HCO <«Akkopa-AM[3» po/mkHa noanepXuMBaTbCd MEXaHW3MOM
yCTaHOB/IEHUS nonHoOMouuin nonb3oBatenam [129BM (AC) v ynpaBneHuem ux
AOCTYNOM K MHdOopMaumu.

Ons 3Toro Ha npeanpuaTum (yypexaeHun, pupme u T.4.) co3agaeTcs cnyxba
6e3zonacHoct wuHpopmaumnm (CBWN) wnm Ha3HayaeTcs OTBETCTBEHHOE /uULO
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(aammnHucTpaTop 6e3onacHoCcTn MHMOpPMaLMKM), Ha KOTOPbIX BO31araetcsa pa3paboTka
M BBOA B AENCTBME OpPraHmM3aLlMOHHO-NPaBOBbIX AOKYMEHTOB MO nMpuMeHeHuto N2BM
(PC) c BHegpeHHbIMM cCpeacTBaMM 3alUMTbl Kommsiekca <«Akkopa-AMA3». DTumu
AOKYMEHTaMK npeaycMaTpuBaeTCs BeAeHue psaa YYeTHbIX U 06beKTOBbIX
OOKYMeHTOB (HanpuMmep, <«XXypHan ydyeTa BblAaHHbIX WAEHTUMOUKATOPOB»,
«UHCTpYKUMM 1o npuMmeHeHuto [19BM ¢ ycTaHOBAEHHbIMM Komnnekcamu C3U
«AKKOpA» AONS pa3NNYHbIX KaTeropum AO/MKHOCTHbIX nuy v ap.). B paspabortke
Heobxoanmon aokymeHTaumm OKB CAIP MoxeT oka3aTb Heo6XoaMMyt0 MoOMOLLb.

11. NMpaBoBble acnekTbl NPUMEeHEeHUA KOMMJieKca

MporpaMMHo-anmnapaTHbIM  KoMMekCc <«Akkopa-AMA3» ©n  conyTCTBylOLas
AOOKYMEeHTauusa 3awumueHbl 3akoHOM Poccmn 06 aBTOpPCKMX MpaBax, a TakKxe
nonoxeHunamm MexagyHapogHoro [lorosopa.

Jlloboe wucnonb3oBaHMe [AaHHOrO KOMMJIeKca B HapylweHue 3akoHa o6
aBTOPCKNX NpaBax WUAM B HapyleHne nonoxenumn 3 Ha koMmnnekc «Akkopa-AMI3»
byneT npecnenoBaTbCs B YCTAHOBMIEHHOM nopsiake.

ABTOpCKkMe npaBa Ha nporpaMMHoO-annapatHbii kommniekc C3U HC/A
«Akkopa-AM/A3>» u nocraBsiseMoe C HUM cneuymasbHoe 10 npuHagnexar
OKb CArINP

Paspewaetca pgenatb apxmBHble KOMUW  CreunanbHOro nporpamMMHOro
obecneveHns komnnekca <«Akkopa-AMA3» ana wucnonb3oBaHusa [loTpebuTtenewm,
KOTOpbIN Npuobpen KoMNaeKc B yCTAHOBNEHHOM NopsigKe.

Hn npu kakux obcTtoaTenbCTBax MNOCTaBnsieMoe crneunasbHoe MnporpamMMHoe
obecrneyeHne He pacnpoCcTpaHsaeTCsa Mexay ApyruMu npeanpuatmamm (bupmamm) m
Anuamu.

Yoanate B npoaykumm OKB CAIP yBeaomneHuve 06 aBTOPCKUX MpaBax He
A0NyCKaeTcs HU Npun Kaknx obcTosaTenbCcTBax.

Mpn HeobxoaAMMOCTUM NPUMEHEHUS CPeAcTB KoMnnekca «Akkopa-AMA3» ans
APYrnx uenen peleHune 3TOro BOMpoCa BO3MOXHO TONMbKO MNpU  HanuMumm
NMMUCbMEHHOIr0 cornacmsa pa3spaboTymkos.

OTMeTMM, 4TO npegblaylwime orpaHuyeHust He 3anpewaroT ferasbHbIM
nonb3oBaTeNnsiM pacrnpoCcTpaHAaATb COOCTBEHHble WCXOAHblIE KOAbI WM MOAYNM,
CBSiI3aHHble C npuMeHeHumeMm cneuuanbHoro O ana komnnekca <«Akkopa-AMA3».
OpgHako, TOT, KTO TMoOJlyyYaeT TakKue WucxogHble KoAbl WNAWM  MOAYNAN, AO0JIKEH
npmnobpectn cobCTBEHHYIO KONUo Hawero cneuwnanbHoro MO, 4yTobbl HA 3aKOHHOM
OCHOBaHMM UCNONb30BaTb €ro N UMETb CePTUPUKAT COOTBETCTBUS.

OTHOCMTENbHO (PU3MYECKMX 3SK3EeMMASpoB annapaTtypbl M AOKYMEHTauuu,
rnocTaB/iIseMbIX B cOCTaBe KoMmnnekca «Akkopa-AMA3», OKBE CAIP rapaHTupyeTt mx
MCNpPaBHOCTb B COOTBETCTBUM C rapaHTUMHbIMKM 0643aTenbCTBaMWU, YKa3aHHbIMU B
dopmynspe.

Mpn o06bHapyXxeHun owmnbok unm pedekToB MNoMAb30OBaTeNb HanpasnseT
noapobHyto peknamaumto B OKB CAIP B ycTaHOB/ieHHOM nopsake. lMpun 3ToM
obsi3aTenbHbIM SABASETCA HanuunMe CEePUMHOrO0 HOMepa Ha mnsiate KOHTponnepa WU
dopMynspa Ha KOMMNIEKC.
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Komnnekc «Akkopa-AM[3» nocTaBnideTcd nno MpuHUMNY «as is», T.e.
BflagenbLbl aBTOPCKMX MpaB HU MNpU Kakmx 06CTOSATENbCTBaAxX He npeaycMatpuBatoT
HWKaKOW KOMMeHCcaummn 3a A0NoSIHUTEeNbHble YObITKM NoAb30BaTesis, BKato4vas nobbie
notepy npubblan, NOTEPU COXPAHHOCTM UM  Apyrme ybbITKW, BCieacTeue
aBaApPUMNHbIX CUTYaLUMM UMW UX NOCNEeACTBUN, YObITKN, KOTOPblE MOIYyT BO3HUKHYTb U3-
3@ UCNO/Ib30BaHMSA UM HEBO3MOXXHOCTU MCMNOJIb30BaHMUS Hallen nNpoayKunn.

Mpn nokynke n nNpuMeHeHUM Komnnekca <«Akkopa-AMA3» npeanonaraercs,
YTO NOKynaTeslb 3HAaKOM C AaHHbIMKM TpeboBaHUSAMM U COrnaceH C MOJSIOXEHUSAMMU
HacTosdlwero pasgena.

12. TexHu4yeckan noaaepIKkKa

B cnyyae Heobxoammoctn koHcynbTauum 3A0 «OKB CAIP» npeanaraet 6e3
AOMONTHNUTENBbHOM oOnNnaTbl C noHeaenbHuUka no naATHmuy ¢ 10-00 go 18-00 (mo
MOCKOBCKOMY BpeMeHu) obpawatbca no TenedoHaMm: +7 (499) 235-78-17,
+7 (926) 235-89-17, +7 (926) 762-17-72 wnAun NO appecy 3NEeKTPOHHOW MoYThbl
help@okbsapr.ru. Haw aapec B NHTepHeTe http://www.okbsapr.ru/.



20

MpunoxeHune 1. PopmnpoBaHme 1 NnoaaepKKka U30NIMPOBaAHHOM
nporpaMMHoOM cpeabl

Mpeanonoxum, 4yto Ha MN2BM (PC) pabotator N cybbekToB-nonb3oBaTenen,
KaXkAblN i-N U3 KOTOPbIX XapaKTepu3yeTcs HEKOTOPOW nepcoHasibHOM MHdopMaumen
Ki, He wu3BeCcTHOM ApyrMM nosb30OBaTeNsM WU XpaHSAWEWcss Ha HeKOTOPOM
mMaTepuanbHoM HocuTene. CyuwectByeT TakKXe  BblAeNeHHbIn  cybbekt -
aaMmHucTpatop bW, koTtopbin 3HaeT Bce Ki. AamMuHuctpatop bW npucBamsaeT i-My
nonb3oBaTeslo MOJIHOMOYMSA, 3akK/varwmecs B BO3MOXHOCTU WUCMOSIHEHUS UM
TONbKO 3aZ@aHHOro nogMHoxecrtea nporpamm Ti={Pil, Pi2, ... Pit}.

HecaHKUMOHMPOBAHHbLIM AOCTYMNOM $IBAISIETCS WCMNOSb30BaHME WMMEKLWUXCS Ha
xectkoMm aucke [M3BM (PC) nporpamMmm nmbo cybbekTtoM, He Bxoaswmm B N
AOnyuweHHbIX, nbo i-M nonb3oBaTeneM BHE MOAMHOXECTBa CBOMX MNOSHOMOYMWA Ti.
CybbexT, NblTalOWMINCSA npoaenaTtb AaHHble AENCTBUSA, Ha3blBaeTCcs
3noymbiwneHHmkom. HCI ocyuwectensercsa obsa3aTtenbHO Npy NMOMOLUM UMEKLWUXCH
Ha M2BM (PC) unu AoCTaBNEHHbIX 3M0YMbIWIEHHMKOM MNpOrpaMMHbIX CpeacTts (B
AAHHOM cC/lyyae He paccMaTpuBaeTCs BO3MOXHOCTb HapylleHUs LenoCTHOCTHU
annapaTHbIxX cpeacts N2BM (PC).

HCL MOXeT HOCUTb HenoCpeACTBEHHbIM M onocpefoBaHHbLIN XapakTtep. [pu
HenocpeactBeHHOM HC/[ 3/10yMbIlWIEHHUK, UCnonb3ys HekoTopoe [10 nbiTaeTcs
HernocpeacTBEHHO OCYLWECTBUTb onepaunmm YTeHumss wuam  3annucu  (U3MeHeHus)
MHTepecyowen ero nHdopmaumm. Ecnm npeanonoxuTb, 4TO B Ti HET Nporpamm,
AALWNX BO3MOXHOCTb npoussectn HC (3To rapaHTUpyeT aaAMUHUCTpAToOp npwu
yCTaHOBKe nosiHomo4uun), To HCL MoxeT 6biTb Npou3BeneH TONbKO MNpu 3anycke
nporpamm, He Bxoaawmx B Ti.

OnocpepoBaHHbin HC obycnosneH 06WHOCTLIO pecypcoB MNosb3oBaTenien u
3aK/l4aeTcsa BO BAMAHMKM Ha paboTy Apyroro nosb3oBaTtesis yepe3 UCMNosib3yemble
MM nporpaMmbl (nocne npeaBapuUTENIbHONO M3MEHEeHUS UX COAEepXaHuUs WIN KX
COCTaBa 3/10yMbIWNEHHNKOM). [lporpamMmMmsbl, yyacTeylwme B onocpeaosaHHoM HC/,
6ynaeM HasbiBaTb paspylwavowmMmm nporpaMmHbiMu  Bo3aencteusmmu  (PIMB), wnu
NMpOrpaMmMHbIMU 3aKnagKaMu.

PMB moryT 6bITb BHegpeHbl i-M nonb3oBatenem B MO, npuHagnexauwee j-my
Mosib30BaTeNto  TOMIbKO NyTeM  U3MEHEeHUsa  nporpamm, Bxogawux B Tj.
CnepoBaTtenbHO, cuctema 3awutel ot HCA M2BM (PC) pomkHa obecneumBaTb
KOHTPO/Ib 3@ 3anyCKOM MporpaMMm, MNpoBEPKY UX LENOCTHOCTU U aKTUBU3UPOBATLCHA
Bcerga ansa nwboro nonb3osaTens. BoinoAHEeHUE KOHTPOAS LEOCTHOCTU U KOHTPOSS
3aNyCKOB BeAeTcsa Ha ocHoBe Ki ANng KaXAoro nonb3oBaTens.

Mpn 3ToM BHegpeHHbit B [19BM (PC) 3aWMTHbIN MeXaHU3M OOJIXKeH
obecneumBaTb crnegyoulee:
— B HEKOTOpbl HayanbHbIK MOMeHT BpeMmeHu TpeboBaTb Yy cybbekTa

npeabsBrieHnsa ayTeHTuduumpyrowen mnHdbopMaunmm M No Hem OAHO3HAYHO
onpeaenaTb cybbekTa U ero nonHomouunsa Ti,

— B TeyeHue BCero BpeMeHM paboTbl i-ro Nonb3oBaTeNns BbINOJIHAKTCSA
nporpaMmMbl TONIbKO M3 nogMHoxXxecTea Ti,
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— HEBO3MOXHOCTb W3MEHEHUS NoJb30BaTe/NleM NoAMHOXectBa Ti  wu/vniu
UCKNOYEHNS U3 panbHenwen paboTbl 3aWMTHOrO MexaHu3Mma, WIn ero
OTAENbHbIX YacTen.

Mpeanonoxwum, yto B MNM3Y (BIOS) n onepauMoHHOW cpene, B TOM 4yucne v B
ceteeom [10, ycTtaHoBneHHoM Ha [12BM (PC), oTCcyTCTBYIOT cCRheunanbHO
MHTErpMpoBaHHble B HUX BO3MOXHOCTM HC/.

Myctb nonb3oaTtenb MN2BM (PC) paboTaeT ¢ nporpamMon, B KOTOPOM TaKxe
WUCK/IIOYEHO Hanmume Kakux-nmbo CKpbITbIX BO3MoOXHocTten (Ha T23BM (PC)
YCTaHOBJ/IEHbl  MNpOBEpeHHble  nporpaMmbl). [lOTeHUManbHO  3/10YMbIW/IEHHbIE
AENCTBUS MOTYT 6bITb TAaKUMM:

1)MpoBepeHHble nNporpamMmMmbl 6yayT 3anyckaTbcs Ha apyron M3BM c apyrum
BIOS 1 B 3TUX YCNOBUAX MOTYT MCMNOb30BaTbCsl HEKOPPEKTHO.

2)MNpoBepeHHble NporpamMmbl 6yayT WCMONb30BaHbl B AHaNOrMYHOW, HO HeE
NnpoBEepeHHON onepaunoHHON cpeae, B KOTOPOM OHWM TakKXe MOryT MCnosb30BaTbCs
HEKOpPPEKTHO.

3)MNpoBepeHHbIE MNpoOrpamMmMbl MCNONL3YIOTCA Ha npoBepeHHon [M9BM wn B
NnpoOBEpeHHON oOnepaunMoOHHOMN cpefe, HO 3anycKakTCs elwe WM He NpoBepeHHble
nporpamMmbl, NOTEHLMANbLHO Hecylue B cebe Bo3MmoxHocTtn HCA.

HecaHkunmoHmnpoBaHHbin goctyn B M3BM (PC) rapaHTMpoBaHO HEBO3MOXEH,
€eC/in BbINOJTHAOTCA cneaytowme ycrioBus:

Y1. Ha MN3BM (PC) c npoBepeHHbIM BIOS ycTaHOBNeHa nNpoBepeHHas
onepauuoHHas cpeaa;

Y2. [ocTtoBepHO YycTaHoBneHa HeusMmeHHocTb OC wn BIOS pgnsg padHHoOro
ceaHca paboTbl;

Y3. KpoMe npoBepeHHbIX NporpamMMm B AaHHOW MNporpamMMHO-annapaTHOW
cpeae He 3anyckanoCb W He 3anyCKaeTCs HUMKaAKUX WHbIX MpOorpaMm.
NMpoBepeHHble NporpaMMmbl nNepej 3anyCKOM  KOHTPOSIMPYOTCA  Ha
LeNoCTHOCTb;

Y4, WcknwuyeH 3anyCcKk MNpOBEpPEHHbIX MporpaMMm B KakKon-nnMbo WHOM
CUTyauuu, T.e. BHE NMPOBEPEHHON Ccpeabl;

Y5. YcnoBus Y1-4 BbINOAHSAKTCA B 060N MOMEHT BpeMeHu Ans BcexX
nonb3oBaTenen, ayTeHTUOUUNPOBAHHbIX 3alLNUTHBIM MEXAHMU3MOM.

Mpn BbINO/IHEHUWN MEPEYUCIEHHbIX YCNOBUW MporpaMmMHas cpefa Ha3blBaeTcs
n3onupoBaHHon (Janee 6yaeM wucnonb3oBatb TepMuH WIMC - u3o0nMpoBaHHas
nporpamMMmHas cpeaa).

OYHKUMOHMPOBAHME MporpaMM B M30/IMPOBAaHHOW nporpammHon cpege (UMNC)
CYLLeCTBEHHO CHuxaeT TpeboBaHns k 6aszosomy [1O - WIC KoHTponupyet
AKTUBM3aUMIO NPOLECCOB Yepe3 ONnepaunoHHY cpely, KOHTPOIMPYET LEeOCTHOCTb
NCMONIHAEMbIX MOAYNEN nepes X 3anyCckoM U paspellaeT MHUUMMpOBaHWE npouecca
TONbKO MNPV OAHOBPEMEHHOM BbINO/IHEHUN ABYX YCNOBUA - MNPUHALNEXHOCTU K
pa3peleHHbIM U Heu3MeHHOCTU. B Takom cnydyae oT 6azoBoro MO TpebyeTtcs
TONbKO:

1)HeBO3MOXHOCTb 3anycka nporpamMMm MNOMMUMO KOHTponupyembix WUIMC
cobbITUn.
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2)OTtcytctBMe B 6a3zoBoM 10  BO3MOXHOCTEW BAUMATbL Ha  cpeay
(GYHKUMOHUPOBAHUSA YXe 3anyuweHHbIX nporpamMm (daktmyeckn, ato TpeboBaHue
HEBO3MOXHOCTU peaaKTUpOoBaHUSA onepaTUBHOW NaMsATH).

Bce npoune pencreusa, sasasowMecs HapyweHuem Y1-3, B OCTaBWENCS WUX
yactn 6yayT BbISABAATbCA M 6nokuposaTbCs. Takmm obpasom, UMNC cywecTtBeHHO
CHMXaetT TpeboBaHumsa K MO B 4acTU HaMYNS CKPbITbIX BO3MOXHOCTEMN.

OCHOBHbIM 3/IEMEHTOM noaAepXXaHUs M30JIMPOBAHHOCTM Cpedbl SBASIETCS
KOHTPOJIb LEeNOCTHOCTMK. [1pn 3TOM BO3HMKAET npobnemMa UYTeHUs peasibHbiX AAHHbIX,
TaK KaK KOHTPOJIb LLeNOCTHOCTN BCeraa ConpsiXeH C YTeHMeM AaHHbiX (N0 ceKTopam,
no davnam u 1.4.). B npouecce uteHus PIB MoxeT HaBA3biBaTb BMECTO OAHOrO
ceKkTopa ApYyron unu pegakTmpoBaTb HenocpeacTBeHHO bydep namMaTu.

C Apyron CTOpPOHbI, Aa)e KOHTponb camoro BIOS MoxeT npoucxoauTb "nopa
HabnwogeHneMm" kakon-nmbo pgononHutTenbHou nporpammbl ("teHeBon BIOS") u He
nokasaTb €ro musMeHeHusl. AHanornyHbole 3¢ddeKkTbl MOryT BO3HMKATb M NpwU
obpaboTtke danna.

TakmMm obpa3oMm, BHeapeHHoe B cuctemy PIIB MoxeT BAMATbL Ha npouecc
YTEeHUs-3aNnUCK AaHHbIX Ha YpPOBHe (halnoB MM Ha YPOBHE CEKTOPOB M NpeabsBAsTb
CUCTEME KOHTPOJIA HEKOTOpble Apyrne, BMECTO peasibHO CYLEeCTBYKLWMNX, AaHHbIE.
DTOT MeXaHM3M HeO4HOKpPATHO peanusosbiBanca B STELTH-Bupycax.

OnHako BEpHO yTBEpXAEeHWe - ecnu NporpaMMHbIA MoAyNb, 06CNyXUBatoLWMI
npoLecc YTeHus AaHHbIX, He coaepxan PIB n uenocTtHoCcTb ero 3admkcmpoBaHa, To
npuM ero nocneaywwen HEU3MEHHOCTM UYTEeHMe C  WUCMOSIb30BaHWMEM  3TOro
nporpamMMHoro moaynss 6yaer JTeHMeM peanbHblX AaHHbIX. W3 gaHHoro
yTBEPXAEHUSA criegyeT cnocob CTyneH4YaToro KOHTPOAs LesI0OCTHOCTHU.

Anroputm CTyrneH4arTroro KOHTpO/si Aans co3fgaHuns nuric
(Ha npnmepe DOS)

Mpu BkAOYEHUU NnTaHmsa MNIBM (PC) nponcxoamT TecTupoBaHue onepaTUBHOMN
namatu (OM), MHMumManusaumsa Tabnuubl NpepbiBaHMA M NOUCK pacwmpeHnin BIOS.
Mpu MX HanNUuMK ynpasfieHne nepepaeTcs Ha HuUX. lNocne oTpaboTKM paclmpeHun
BIOS B namMaTb CUMTLIBAETCS MepBbI CEKTOP AUCKETbI UMW BUHYecTepa (3arpy3ymnk)
W yrnpaBneHne nepenaeTcss Ha Hero, Koj 3arpysumka cuymTbiBaeT apaneepbl DOS,
Aanee  BbINOAHAKTCA  dannbl KOHMUrypauum, MNOATrPyXaeTcd  KOMaHAHbIN
MHTepnpeTaTop M BbiNoNHsAETCS dann aBTo3anycka.

C vyuyeToM 23TOro MexaHmsama ana peanmsaumm  WUIMNC npenBapuTesnbHO
duKcnpyeTcs HEM3MEHHOCTb MporpaMM B OCHOBHOM W pacwmpeHHbix BIOS, panee,
ncnonb3lysa dyHkuno yteHnsa B BIOS (ana DOS int 13h), uuTarTCca nporpaMmbl
obcny>xnsaHus yTeHus (apanBepbl DOS), paccMaTpuBaeMble Kak
nocnenoBaTenbHOCTb CEKTOPOB N (PUKCUPYETCS UX LeNOCTHOCTb.

Nanee, ncnonb3ys yxe dannosble onepaumm, 4mTarTCa Heobxoaummble Ans
KOHTPOMSA  UcnonHsgeMble Moaynm  (KOMaHAHbIAW  MHTepnpeTaTop, Apaunsepsbl
AONONHUTENbHbIX YCTPOUCTB, *.exe mn *.com-moaynu u T1.4.). lNpun 3anycke WUIMC
TaknMm e ob6bpasoM M B TOM Xe MocnenoBaTesibHOCTU BbIMOSIHAETCA KOHTPOJb
LLeNIOCTHOCTM!.

3TOT aNropmT™M MOXHO 0606WKUTb Ha NPOM3BOJIbLHY NPOrpamMMHyto cpeay. OAns
KOHTPONS [AaHHbIX Ha i-M JIOTMYECKOM YPOBHE WX MNpeAcTaBleHUs AN UYTeHus
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TpebyeTca wcnonb3oBaHuMe npeaBapuTenbHO MPOBEPEHHbIX Ha  LEeNOCTHOCTb
npouenyp i -1- ro ypoBHs.

B cnydyae onuMcaHHOroO MexaHum3mMa 3arpys3ku npouecc ayTeHTudukaumm
HeobxoaAMMO MpoBOAUTbL B OAHOM M3 pacwmpeHun BIOS (4Tto6bl MMHMMU3MPOBATbH
YMCNO paHee 3anyLleHHbIX NporpaMM), a KOHTPOJib 3armycka MNporpaMM BKJO4YaTb
y>xe nocne 3arpy3ku DOS (unHaue DOS onpepenset 3Ty dyHKUMO Ha cebs). Mpu
peanunsaunmn UMNC Ha Hee Ao/mkHa 6bITb BO3N0XEHA PYHKUNS KOHTPOSSA 3a 3amnyCKoM
MpOrpaMM M KOHTPOSS LEeNOCTHOCTMW.
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MpunoxeHue 2. MeToanka onpeaeneHnsl Tpedbyemon
(uenecoobpa3Hon) ANUHLI Naponsa, ucnonb3syemoro 8 C3U HCL]
«Akkopa-AMO3» npu ayteHTUpUKaummn

OueHka TpebyeMoM AAMHbI MNaposs BaxHa Ana Toro, 4Ytobbl NpaBWUIbHO
BblbpaTb Nepuoa CMeHbl naposie W3 MnpeanosioXkeHus, 4YTo unaeHTudukaTop
nonb3oBaTens MoOXeT ObiTb yTpayeH, a Noab3oBaTesib, MO0 TEM WUAM UHBIM NPUYUHAM,
He NocTaBuT 06 3TOM B U3BECTHOCTb aAMMHUCTpaTopa 6e3onacHOCTU MHdOopMaunn.

MycTb BEPOATHOCTb Noabopa Napons B pe3ysibTaTe TpeXMeCAYHbIX perynsipHbiX
MonbITOK BBOAA He A0/HKHA npesbiwaTth 0,001.

Mo dopmyne AHaepcoHa (cM. XoddpmaH J1. CoBpeMeHHble MeToAbl 3alluuThbl
nHdopmaumm /Mep.c aHrn./ M.:CoseTtckoe paamo, 1980, -264c.)

4,32 * 10**4 * k(M/P) <= A**S, rae:

k - KONNYeCcTBO MOMNbITOK B MUH;
M - nepunoa BpeMeHM BO3AENCTBUA B Mecsauax; P - BeposaTHOCTb noabopa

napons;
A - 4ynucno cMMBOOB B andasute; S - AMHa napons.
BpemMa Ha ogHy NOMNbITKY MNpW WUCMOSb30BaHMM komnnekca "Akkopa" - He

MeHee 7/ cek., T.e.

k =60/7 = 8,57

Onsa anrnunckoro andasuta A =26unS = 7:

1,11 * 10**9 <= 8,03 * 10**9,

T.e. napons AJIMHON 7 CWUMBOSOB AOCTAaTOYHO A8 BbINOJHEHUS YCNOoBUS, a
MMEHHO - ecnun b6yaeT Bbi6bpaH Naposib ANMHHOM B 7 CMMBOJIOB, TO B TeyeHune 3-Xx
MecsueB BEpOSATHOCTb nogbopa napons éyaert He Bbiwe 0,001.

Ecnn Bbibupaetca annHa napons B 6 cuMmBosioB (S = 6), TO BbINOJHSETCSA
HepaBeHCTBO:

3,7 * 10**8 * M <= 3,089 * 10**8,

wm M <= 0,83, T.e. nNpn AJNMHe naponsa 6 CUMBOJIOB U perysipHOM
TECTMPOBAHMKN B TedeHnn 25 aHeln BeposaTHOCTb noabopa napons cocrtaBuTt He 6onee
0,001.
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MpunoxeHue 3. ANropuT™M BblYUCTIEHUS X3LW-PYHKLUUMN,
npumeHsiembin B C3U HCL «Akkopa-AMO3» ansa KOHTpons
uenoctHocTn MNC

B koMnnekce NnporpaMMHO-TEXHUYECKNX CPeACTB 3alnTbl nHdopmaumm ot HCA
ana  M2BM  (PC) «Akkopa-AM[3» npuMeHsieTCs  CrneunanbHbli  anroputm
BblUMCEeHNS  X3W-(OYHKUMM  KOHTPONbHOM CyMMbl danioB, UTO WUCKIYaeT
BO3MOXXHOCTb HEOOHApPYXeHNa ux Mmoamdukaummn.

Cxema, peanmayowas aaroputM xewmnpoBaHUs, COCTOUT U3 ABYX perncrpos W
n H, ynpaBnswowmnx apyr 4pyrom.

Pernctp W cogepxut 16 saueek W[0],W[1],...,W[15], a pernctp H - 17 sdueek
H[O],H[1],...,H[16], kaxaas annHon 8 6uT (oanH 6anT).

3a oanH TakT paboTbl cxeMbl guenkn pernctpos W n H caBuraroTcs B CTOPOHY
MMa4LWnX HOMepoB, a B a4verkn W[15] n H[16] 3anucbiBaeTcsi COOTBETCTBEHHO:

WI[15] = (W[O]MW[2]M"W[8]™W[13]) + S(5, H[15])
H[16] = W[O] + S(3, H[O]) + f[k](H[1], H[6], H[16]) , roe:

A - CNOXeHue no moaynwo 2;

+ - C/I0OXeHue no moaynw 256;

S(L,A) - uumknuyeckun casur 6amta A Ha L pa3psaoB B CTOPOHY CTaplimx
pa3psaos;

& — nornyeckoe nopaspsaHoe «M»;

| = nornyeckoe nopaspsgHoe «UJTN»;

f[0](A,B,C) = {A & [C ™~ OxFF)] | [C & (B ™ OxFF)]};

f{1](A,B,C) = [(A&B) | (B&C) | (A& C)];

f[2]1(A,B,C) = (AN B N C);

Bbibop dpyHKUMN onpeaenseTcs HOMEPOM TaKTa.

Kpome Toro, npu casure syenkn W[11l] B auenky W[10] npoucxoamnT Takxe
LUMKINYECKUI CABUI COOAEPXMMOro 3TOW sSiYEeMKM Ha 1 pa3psig B CTOPOHY CTaplimx
pa3ps4o0B.

TekcT pasbusaetca Ha 650km anuvHon 16 6ant. DT 6510KM MocTynatT no
oyepeamn Ha BXO[ CXeMbl U 3anucbiBatoTcsa B pernctp W no 6amty B s4enKy, HauymHas
c W[0]. Ecnn anuHa TekcTta He KpaTHa 16 (B 6antax), TO K KOHLUY TekcTa
aonuceiBatoTcs oamH 6amt FF (B wecTHaguaTepuyHOM 3arnucu), 3aTeM HyeBble
6anTbl 4O ANWHBI, KpaTHOM 16 (ecnu OHM HyXHbl). MNMocneaHun 670K, NOCTyNatoWmi
Ha BXO4 CXeMbl, 3TO 6510k B 16 6anT, B KOTOPOM 3anmcaHa A/iMHa UCXOAHOro TekcTa
B 6anTax.



